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SESSION OUTLINE -*

Types of challenges to business resilience

= Strategy building tips & techniques for organisational resiliency

Pitfalls and things to avoid

= Organisational resiliency from internal audit and risk management
perspectives
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WHAT IS BUSINESS RESILIENCE? -

[ Definition of ‘Resilience’ }

“Originally a term that defines the resistance of a body or material to shock or deformation used
In physical sciences”

“In the study of human sciences, resilience means the capacity of a given system to overcome
changes caused by one or more disturbing elements and to recover its initial state/ normal
operations.”

[ Definition of ‘Business Resilience’ }

“The ability of an organisation to quickly react & adapt to disruptions while maintaining
continuous operations and safeguarding people, assets and overall reputation”
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SITUATIONAL ANALYSIS: 2020 & 2021

Changes in customer Technology Advancement
demands & requirements [Al, AR, VR, Dlgltallsatlon]

Supply Chain Disruption Liquidity Challenge

[ Climate Change * * ESG Advocation }
Cybersecurity Threats I' ' i
Skill Gaps - Talent War y
* * Corporate Liability
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ASPECTS OF VULNERABILITIES

[ Strategic } [Governance} [ Operational } { Financial } [ Compliance J
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S > |
> Slgnlflcqnt& » ESG Customer > Cash > Stricter rules
group-wide advocacy needs not :

. : reserve & regulations
impact fulfilled
» Business :
» Externally integrity > Breakdown > IToans_& > g :
. : financing expectations
driven of major IT
. by customers
» Corporate application > Eundin & reaulators
» Reputational Conducts system J g
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DRIVERS OF VULNERABILITIES

4 D A D ([ N
Strategic Governance | Operational Financial Compliance
N J © U\ /
» Unable to cope
with increasing
» External » Increased > Attitude and fast
factors awareness : :
» QOver expansion changing rules
globally
» Skills & regulations
» Future trends :
> Barrier of > Not tracking the
: : . » EXxposure & CASH closely » Lack of
> Expectations information .
. knowledge accountability
& Relevance sharing is low
among HODs

on compliance
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SPECIFIC THREATS TO BUSINESS RESILIENCE

Negative System &

Social Media Technology
Viral Pandemic Disruption

Major natural : .
Disruption

Stakeholders Denied Access

triggered.ESG to Facility/
advocation Office Premise
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MINDSET CHANGING FOR ENTIRE éGANISATION!

] I
@t - =) Do not wait too long !

mmmm) Be proactive, be a true leader
We still have
time mmmm) Spend time analysing & think deeper!

_ _ Everything will
Think of the worst, And prepare to deal with it! <{— CUSt be ﬁne>

Be alert of development & trends — <¢—
My products/
services will still
Look beyond customer and vendor —<—— be required
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PITFALLS & CHALLENGES: FOR RESILIENT MANAGEMENT

e

Non-cohesive tone at the top

l I Lack of commitment &

accountability
[Messages do not align with

actions] [Job Description & KPI]

T e

l I Insufficient resources ' I

) Inadequate exposure
allocation

[Knowledge, Skills, Experiences]

-

[Budget, Time, People]
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OVERALL STRATEGY FOR BUSINES_ RESILIENT

Natural disasters/ Human triggered Operational related
‘Act of God’ incidents disruptions crisis
[ OVERALL STRATEGY }
L ny
1. Contingency planning & early 2. Build capable & highly responsive
preparation team

iy
- -
4. Strengthen workforce risk mindset &

3. Embrace true ESG spirit elevate organisational risk capability
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BUSINESS RESILIENCE STRATEGY-

Business Resilience Management

U

Business Continuity Planning . I Business Transformation l
READY RESPOND RECOVER RESUME

|

[ Disruption/ Crisis/ Disaster }
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PRACTICAL TIPS FOR BUSINESS CRONTINUITY PLANNING

Understand Beware of
Priorities Limitations

o T
Mana.ge‘ -

Communication

( RECOVER \)
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MAPPING STRATEGY WITH BC ELEIVIENTS

OVERALL RESPOND RECOVER RESUME
STRATEGY
4 I 4 I 4 I
1. Contlngen.cy & Carve out the BC Crls_ls _ Build BC Plan Establish SOP
early planning :> scope communication
o / o / o /
4 ’v ™\ ~ ™\ ~ ™\
2. Build capable & Demonstrate Enhance Promote Team
: i I:> Perform TNA . Accountability & .
responsive team Leadership Commitment Spirit
/ \ / \ v,
™\ 4 ™\ N O ™\
3. Embrace true Proactive Clear ESG road Integrate ESG into
. |:' > Create Awareness o :
ESG spirit Communication map operations
\ ; J \ J J \_ /
4 N\ I
4. Risk & forward- :r> . : . ) _ Continuous
looking mindset Scenario planning Risk respond plans Risk action plans anticipation of risks
L / v, \_

j u -
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BUSINESS CONTINUITY PLANNING TECHNIQUES

v" Which dept/ functions shall @ 0 v :
we revive first? How about the dependencies
' Understand Beware of (both internal & external)?
v What kind of time limits are Priorities ‘ Limitations _ o
v Details of resources limitation?

we working on?

y @ ©) o
PLeezzgidsior the tough v' Extent of negative business
d ' Manage _ impact?

v i - Communication o o
Tur_n CriSIS Into opportunity v' Both quantitative & qualitative
— via a robust impact?

communication strategy
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BUSINESS TRANSFORMATION STRATEGY

. Business Transformation -

[ 1L 1L L 1T ’
~
SUEIEE < OfPEEIIE HHEGOIEE Facilities & Tools
Business Plan Processes Capabilities
/
6 Business \ / \ / \ /
assumptions » Equipment,
validation » Changesin > New skills software, system,
operating acquisition — premises
» Business rules are landscape arising from
being re-written disruption » Alignment with
» New requirements customer &
» Is our business — customers & » Future skills & stakeholders’
model still regulators knowledge expectations
relevant?
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BUSINESS & OPERATIONAL ASSUMﬂPTIONS VALIDATION

RISKS + CHALLENGES | BUSINESS ASSUMPTIONS
[Strategic; Governance; Operational; Financial; Compliance] VALIDATION
Strat + ERUEIMENEE ( Actionable W
_ra egy Structure + < Write-It-Down
Business Plans ltems
Internal Controls
t t t Analyse & Dellberate
}7 (Apply ‘CCC )
)
» Customers will continue to buy from us at price level which we expect to increase
- by 3% annually. Refine & Adjustment
Q
© 8 » We will continue to secure business/ projects with our connections and contacts.
0N 0
Q
a _§ » We are capable to execute & complete all projects with existing technical know- Allgnment TO Strategy &
: 2 how, skills and experiences of our team members. Actions
X
>
- @1 » Allvendors will continue to support us, no matter under what circumstances.
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ROLES OF RISK PROFESSIONALS

OVERALL
STRATEGY

4 ) 4 )

1. Contingency & » Perform risk analysis and advise top management on specific business resilient risks
early planning |:> » Lead the Key Risk Indicators (“KRI’) development & implementation
. J - J
4 ) 4 )
2. Build capable & : . - : : :
responsive team |:> > Evaluate types of skill/ capability building against risk profile
\ J \ J
e ™ s ™
< IEErgk(JBraS;(ieri'E[rue |:> » Analyse ESG risks in details and map them to respective business sections
\ J N J
s _ l ™ e N
. R'S.k < fqrvvard- |:> » Develop and execute a HOD (risk owners) and workforce engagement programme on risk
looking mindset
\ Y \ J
e ™ s ™
5. Transformation |:> » Conduct & facilitate strategic risk assessment with Board and top management
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PITFALLS TO AVOID: FOR RISK PRFESSIONALS

» Not involve timely to assess risks independently
» Lack of knowledge (industry & business operations)

» Insufficient skills and techniques on areas such as
strategic risk assessment; KRI implementation; ESG; etc.

» Not having the optimum working relationship (trust, true
team spirit between operations & risk management team)
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ROLES OF INTERNAL AUDITORS: WHAT TO AUDIT?

v Assess business priority setting (Critical Business Function, ‘CBF’ determination)
Understand . . .
D eyiea v Verify appropriateness of basis used and approval process
v" Check to confirm that RTO < MTPD

Assess reasonableness & adequacy of minimum recovery resources planned
Review adequacy of inter-dependencies identified (both external & internal)

Beware of

AN

Limitations

& y

Assess validity of crisis impact analysis & parameters setting that performed by
business managers

@ Manage

Communication

Adequacy of crisis communication guide
Comprehensiveness and relevance of crisis communication procedures

AN
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SCOPE & FOCUS OF INTERNAL AUDIT

OVERALL
STRATEGY INTERNAL AUDIT FOCUS

<

4 ) .
1. Contingency & v' Assess adequacy of contingency plans prepared
early planning |:> v' Determine adequacy of resources allocation for contingency planning
L& v
r \ . - -
2. Build capable & v Assess effectiveness of skill gaps assessment by HR and Business Managers (together)
responsive team |:> v' Learning & development programme preparation & execution
o /
( % ErEee e b v Assess effectiveness of ESG related data (& statistics) monitoring & reporting mechanism
' ESG spirit |:> v Evaluate status and effectiveness of ESG action plans implementation
o /
( 4. Risk & forward- b v Assess adequacy & effectiveness of risk management applications within the organisation
I.ooking A |:> v' Evaluate risk management activities & efforts by the business managers
L& /

L

[ 5. Transformation }

v' Assess the planning, execution, progress tracking and reporting activities of transformation

programmes
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PITFALLS TO AVOID: FOR INTERNAL AUDITORS

» Not familiar with the elements of Business Continuity
Management ((BCM’)

» Inadequate and untimely interaction with business
managers

» Does not possess ‘full picture’ view on the strategic &
transformation initiatives

> Lack of business acumen
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TIPS FOR RISK PROFESSIONALS & INTERNAL AUDITORS

[ Risk Professional } [ Internal Auditor }

/> Re-position RM team as the \ / \

: : » Change mindset — be strategic,
strategic advisor, rather than purely : )
: : appreciate business sense.
a compliance function.

» Equip IA team members with
technical (IA skills, advanced
advisory techniques) & business
knowledge.

» Perform research, study, analysis to
equip RM team with deep industry
& business knowledge.

» Establish a schedule & programme

\\for business leader engagement. /

> Implement a client engagement plan.
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THANK YOU

* Questions?

 Feedbacks?

e Comments?

Derek Lee Siew Weng CiA, CRMA, CPA (M), CA (M), CBCI, CMIIA
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