
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

IIA Malaysia          e-techline 

February 2023                     Issue 1/23 

STANDARDS AND GUIDANCE 

 

GTAG: AUDITING NETWORK AND COMMUNICATIONS 

MANAGEMENT (BY IIA GLOBAL) 

 

Network and Communications Control Groups 

Governance, Risk Management, and Administration 

 Governance and Risk Management 

Governance pertains to the board’s processes for 

representing the stakeholders’ interests, which 

includes directing and authorising certain strategies 

and priorities. 

 

Entity-level strategies and objectives for network 

and communications management may include 

compliance with applicable regulations and control 

frameworks, as well as decisions to outsource 

network infrastructure or otherwise engage critical 

service partners. 

 

 Administration 

Network and communications services consist of 

processes, tools, and personnel working together to 

achieve multiple high-level objectives determined by 

governance and risk management processes. 

 

Technical planning controls typically produce an 

overall design, or architecture, for the data network, 

as well as baseline configurations to guide the 

installation of approved technologies. Such controls 

also produce a timeline, often referred to as a 

roadmap, for the introduction and retiring of 

relevant technologies used throughout the 

organisation. 

 

Zero trust principles emphasise granular identity 

verification and authentication controls. Deciding 

how and where to implement those principles to 

manage confidentiality and integrity risks is a 

significant concern for network and communications 

technical planning. 

Domain Management 

To manage data traffic between the organisation’s 

network and external systems, including the 

communications transport networks, a border 

gateway protocol (BGP) language has become a global 

standard. 

 

 Network Design 

To help manage the complexity of an organisation’s 

data network, enterprise architects designate 

segments of the network – a set of IP addresses – 

to support specified groups of resources. The 

designations are usually determined by a 

combination of organisational data classification 

policies and each resource’s function and security 

categorisation. 

 

Microsegmentation facilitates a zero-trust 

approach by decreasing the number of addresses 

in each segment, which helps increase the 

granularity of access controls. Data loss prevention 

and privacy-related controls are also facilitated by 

security zones. 

 

 Network Device Administration 

Devices that act as intermediaries between the 

organisation’s computing and communications 

capabilities include hardware and related software 

applications. These devices are programmed to 

facilitate communications according to engineering 

best practices and internal business rules. 

 

A review of network device administration controls 

would typically determine the strength of controls 

to achieve the following objectives: 

 

• Network management hardware and software 

are properly installed and connected to 

monitoring systems, in accordance with 

internal requirements. 
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an audit trail for significant actions, such as 

creating new administrator accounts or 

modifying any configuration items. 

• Baseline configurations are managed to 

optimise controls for network performance 

and security. 

• Changes to network and communications 

technologies or configurations, including 

security patches for relevant applications, are 

effectively implemented. 

• Access to technology resources, both physical 

and logical, is sufficiently secured, with system 

administrator accounts authorised according 

to the least privilege principle. 

 

Communications Management 

The processes to manage an organisation’s 

communication needs cover end user communication 

and collaboration tools, as well as facility infrastructure 

connections to telecommunications service providers. 

 

Managing the operating relationships with various 

service providers is a significant concern for this 

grouping of controls. Performance, cost, and resilience 

factors all contribute to management decisions on 

which communication and collaboration services to 

provide the organisation. 

 

Boundary Defense 

 External Connections 

When the organisation engages with vendors to 

obtain data or services, a connection between the 

two-enterprise network (often called an 

interconnection) is typically established. 

 

When end users attempt to connect a device to the 

enterprise network via the internet, commonly 

referred to as remote access, network controls may 

verify the identities of the person and the device, 

and ensure that the connection is adequately 

secured. 

 Network Security 

Network security controls can be more narrowly 

defined as designed to achieve the following 

business objectives: 

• Security technologies are implemented to 

protect resources in accordance with their 

risk-based categorisation. 

• Security event logs are configured to capture 

data about significant actions, with enough 

information to promote individual 

accountability. 

• Network management personnel work with IS 

teams to test controls and remediate any 

significant vulnerabilities identified. 

 

 Network Operations 

The performance and availability of the data and 

communications ecosystem needs to be 

monitored, with issues resolved effectively and 

efficiently. 

 

Business resilience objectives for the data network 

ecosystem largely consist of ensuring redundant, 

failover, and emergency communication 

capabilities, as well as developing and testing 

contingency plans. 

 

 Monitoring and Operations Assistance 

Some types of network traffic and system usage 

monitoring are performed by network security and 

IS teams; however, the monitoring usually 

associated with network operations contributes 

primarily to service availability, rather than 

security, objectives. 

 

Nevertheless, some types of cyberattacks result in 

traffic anomalies or disruptions to network 

functions, including changing configuration 

settings. Therefore, network monitoring processes 

should be coordinated with security controls to 

identify potential cyber incidents in a timely 

manner. 
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 Resilience 

Network and communications management 

personnel are often prominently involved in 

resilience planning efforts, sometimes referred to as 

business continuity or disaster recovery planning. In 

some organisations, resilience program ownership 

may be delegated to a member of network 

management. Additionally, the network hardware, 

software, and communication services are critical 

infrastructure elements that typically have 

contingency plans, redundant or alternate paths, 

and geographic distribution capabilities to enhance 

their resilience. 

 

What should Internal Auditors do? 

 

IPPF Standard 1210.A3 – Internal auditors must have 

sufficient knowledge of key information technology risks 

and controls and available technology-based audit 

techniques to perform their assigned work. However, 

not all internal auditors are expected to have the 

expertise of an internal auditor whose primary 

responsibility is information technology auditing. 

 

IPPF Standard 2110.A2 – The internal audit activity must 

assess whether the information technology governance 

of the organization supports the organisation's 

strategies and objectives. 

 

For internal auditors to provide valuable assurance and 

consulting services regarding the objectives, risks, and 

controls over network and communications 

management, it is necessary to understand the key 

processes and controls.  

 

Network and communications management risks and 

controls can be conceptually organized according to the 

model of governance, risk management, and internal 

controls provided in the Standards. 

 

 

This Guide helps internal auditors find the additional 

information needed to build tailored audit 

programmes and meaningful tests of control adequacy 

and effectiveness. 

 

 
 

Reference: 

https://www.theiia.org/en/content/guidance/recom

mended/supplemental/gtags/gtag-auditing-network-

and-communications-management/  
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TONE AT THE TOP 

 

THE DATA DILEMMA: EMPOWERING INTERNAL 

AUDIT’S USE OF TECHNOLOGY (BY IIA GLOBAL) 

 

Knowledge is power, and in a modern business context 

that means leveraging technology for effective use of 

data in planning, strategising, and decision making. 

Unfortunately, organisations may not be benefiting 

from all the advantages that advanced technologies can 

offer to support their goals. When internal audit is 

outpaced by other parts of the organisation in 

embracing technology, the valuable assurance and 

advisory services it can provide may also be lagging. 

 

Boards should be mindful of their internal audit 

function’s relationship with technology, ensure 

sufficient resources to acquire needed technology, and 

push internal audit leaders to embrace data analytic. 

 

A Range of Benefits 

 Timely Metrics 

Real-time information delivered by advanced 

technologies can put companies in a better position 

to track performance and quality and make 

necessary adjustments and remediation. Real-time 

indicators make it possible to better align internal 

audit goals with the company’s strategic objectives 

as well as its main threats and opportunities. At the 

same time, the elimination of manual and repetitive 

tasks enhances productivity and frees internal audit 

professionals to provide higher-value insights. 

 

 Better use of Data 

As organisations gather or gain access to more 

detail, automated analytics tools make it feasible to 

perform more comprehensive and focused reviews 

that are more likely to deliver useful insights for 

decision making. In addition, billing data can be 

mined to ensure that it jibes with contract terms. 

 Faster Risk Identification 

It often requires poring over an enormous amount 

of data to identify anomalies that can indicate 

fraud, errors, or other issues to be addressed. 

Advanced technologies can automate such reviews 

to help highlight anomalies or other risk 

considerations, leaving internal audit better able to 

make data-based identifications of high-risk areas. 

In addition, when auditors can easily select high-

risk samples, they spend less time testing and cause 

less disruption to audit clients. 

 

 Continuous Monitoring 

A data-driven audit can define thresholds that will 

trigger alerts for fraud, tagging items by a certain 

number, amount, category, or frequency of 

transaction.  Finding these cases can enable 

internal audit to identify potential breaches in 

authority, policy, or procedure on a proactive, 

automated basis. 

 

 Ease in Sharing Data 

Once data has been gathered and analysed, readily 

available software tools make it possible to create 

dashboards and data visualisations that 

communicate results easily and effectively. Instead 

of columns of data or complicated charts, facts, and 

trends can be shown in digestible pieces. These 

graphics can also be tailored to each audience, 

providing a concise overview for the board or 

senior management, and allowing for a deeper dive 

into the business unit being audited. Stakeholders 

can also receive these reports more quickly than in 

the past. 

 

Barriers to Overcome 

 Insufficient Investment 

Although technologies such as data analytics and AI 

have received a great deal of attention, internal 

audit functions may not yet be able to make the 

best use of them. 
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 The need to Upskill the Team 

Proficiency in the use of data analytics goes beyond 

simply learning a new program. Instead, internal 

audit functions need team members who have the 

data science and IT skills to put data analytics to 

work. Team training and development are integral to 

making the best use of existing innovations and 

leveraging new ones. 

 

What should Internal Auditors do? 

 

IPPF Standard 1210 – Proficiency mentioned that the 

internal auditors must possess the knowledge, skills, 

and other competencies needed to perform their 

individual responsibilities. The internal audit activity 

collectively must possess or obtain the knowledge, skills, 

and other competencies needed to perform its 

responsibilities. 

 

Technology can help internal audit teams balance 

resource constraints while still providing coverage over 

traditional high-risk areas. 

 

Because of the large volume of data being produced, 

organisations may find themselves with a great deal of 

information but not necessarily as much knowledge. 

Given its holistic knowledge of the organisation, internal 

audit is well suited to use these tools to translate data 

into business insights. 

 

Using advanced technologies in the internal audit 

function provides a wide range of benefits to the 

company. Internal audit teams can eliminate low-value 

activities and work smarter in their selection and 

accomplishment of audits, as well as deliver enhanced 

insights and assurance. 

 
 

Reference: 

https://www.theiia.org/en/content/articles/tone-at-

the-top/2022/tone-at-the-top-dec2022/ 

 

 

If you missed out the previous issues of e-techline, you 

may visit our website at  

https://iiam.com.my/technical-qa-services/e-

techline/. 

 

Scan the QR Code below to complete an e-techline 

survey. 

   

… 5 

https://www.theiia.org/en/content/articles/tone-at-the-top/2022/tone-at-the-top-dec2022/
https://www.theiia.org/en/content/articles/tone-at-the-top/2022/tone-at-the-top-dec2022/
https://iiam.com.my/technical-qa-services/e-techline/
https://iiam.com.my/technical-qa-services/e-techline/


 
 
 
 
 
 
*NEW SECTION* - TECHNICAL WRITER 

 

PROMINENCE OF STRATEGIC AUDITS IN AN ERA OF COMPETITIVE BUSINESS LANDSCAPE (BY JAVEN KHOO AI WEE, CIA, CISA, CFE) 

 

 

IIA Malaysia          e-techline 

February 2023                     Issue 1/23 
February 2022                     Issue 1/22 

… 6 



 
 
 
 
 
 

 
 
 
 
 

IIA Malaysia          e-techline 

February 2023                     Issue 1/23 
February 2022                     Issue 1/22 

… 7 



 
 
 
 
 
 

 

IIA Malaysia          e-techline 

February 2023                     Issue 1/23 
February 2022                     Issue 1/22 

… 8 



 
 

 

 

 

 

 

 

 

 

 

 

 

… 7 
IIA Malaysia          e-techline 

February 2023                     Issue 1/23 
February 2022                     Issue 1/22 

… 9 


