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CORE PRINCIPLES 
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IN INTERNAL AUDITING



Outline

• Introduction to the Core Principles for the profession of internal auditing.

• Application of Core Principles to achieve effectiveness of the internal audit 
function.

• Equipping internal auditors based on the Competency Framework.

• Measuring performance of the internal audit function.



Source: www.theiia.org/en/about-us/advocacy/promote-your-profession/internal-audit-awareness-month/



Source: www.theiia.org/en/content/communications/press-releases/2022/may/may-is-international-internal-auditor-awareness-month/

“Every day, internal auditors work to reduce risk, ensure businesses operate
efficiently, provide value to their organizations, and protect stakeholders. You can
find us in every industry and sector, from the world’s largest brands to small,
family-run businesses.
The average person may not realize just how many ways we impact your life, but by
the time you get to the office in the morning – or log on to your computer if you’re
a remote worker – you’ve probably already interacted with several devices,
products or systems that were made safer by the assurance provided by an internal
auditor.”
- Anthony Pugliese, CIA, CPA, CGMA, CITP, president and CEO of The IIA



• The IIA’s International Standards under the International Professional Practices
Framework (IPPF) enhance internal auditors’ ability to provide independent and
objective assurance to boards of directors and management, enabling internal
auditors to build trust and confidence among internal and external stakeholders,
including the public, which is essential to business and society.

Source: www.theiia.org/en/content/communications/press-releases/2022/may/may-is-international-internal-auditor-awareness-month/





Mission Articulates what internal audit aspires to accomplish

within an organization, which is to enhance and protect

organisational value by providing risk-based and
objective assurance, advice and insight.



Mandatory Guidance

Definition of 
Internal Auditing

Internal auditing is an independent, objective

assurance and consulting activity designed to add

value and improve an organization's operations. It helps

an organization accomplish its objectives by bringing a

systematic, disciplined approach to evaluate and

improve the effectiveness of risk management,
control, and governance processes.

Core Principles 

for the 

Professional 

Practice of 
Internal Auditing

Defines tangible internal audit effectiveness, where

the presence of all ten Principles and which operates

cohesively would enable internal audit to function at
maximum efficiency.



Mandatory Guidance

International

Standards for the

Professional

Practice of

Internal Auditing
(ISPPIA)

These Standards are principle-focused and provide a

framework for performing and promoting internal auditing,

and are primarily classified as Attribute Standards and
Performance Standards (as laid out in Section 3.0), where:

• Attribute Standards address the characteristics of

organizations and parties performing internal audit
activities.

• Performance Standards describe the nature of internal

audit activities and provide criteria against which the
performance of these services can be evaluated.

Code of Ethics States the principles and expectations governing the

behaviour of individuals and organizations in the conduct of
internal auditing.



Recommended Guidance

Implementation

Guidance

Assists internal auditors in applying the Standards.

Supplemental

Guidance

Provides detailed processes and procedures for internal audit
practitioners.



An Internal audit function is considered to be effective in enhancing and
protecting organisational value when it demonstrates achievement of the Core
Principles (which is more elaborately laid out in the Practice Guide on
Demonstrating the Core Principles for the Professional Practice of Internal
Auditing).

Core Principles



The Core Principles are illustrated in the following diagram:

Core Principles



The application of these core principles are evaluated in sample questions
provided in the Bursa Malaysia (2020) Corporate Governance Guide – Pull-out II,
demonstrating the practicality of these Core Principles in practice:

Source: www.bursamalaysia.com/sites/5bb54be15f36ca0af339077a/assets/5bb54d1a5f36ca0c341f0066/Pull-out_II.PDF



An internal auditor demonstrates integrity when:

• Performing tasks honestly, diligently, and responsibly.
• Making appropriate disclosures when communicating with the Audit

Committee, Management, and regulatory authorities, where applicable.
• Supporting ethical conduct of the organisation and reporting illegal or

discreditable acts.
• Maintaining confidentiality of information acquired in the course of their

work.

Principle 1: Demonstrates Integrity



Sample question in the Bursa Malaysia (2020) CG Guide Pull-out II:



The Internal audit function is to collectively has possess the required
competencies to adequately address the extent and complexity of audit
coverage over the organisation’s operations.

This includes ensuring that internal auditors are equipped with:
• Appropriate qualifications such as the CIA.
• Necessary skills through experience, training, and continuing professional

education such as that offered by IIAM.

Principle 2: Demonstrates Competence 
and Due Professional Care



Sample question in the Bursa Malaysia (2020) CG Guide Pull-out II:



Reporting relationships must not impede the exercise of independent
judgement by internal auditors.

For example, conflict of interest policies that prohibit internal auditors from
auditing functions where they held functional responsibilities in the past
twelve months or those they are currently responsible for.

In the event that the Internal audit function is required to undertake activities
other than internal audit, safeguards must be put in place to address perceived
or actual impairments to the independence of the Internal audit function.

Principle 3: Objective and Free from 
Undue Influence



Sample question in the Bursa Malaysia (2020) CG Guide Pull-out II:



The Internal audit function is to ensure that the risk-based audit plan is aligned
with the organisation’s strategies, objectives, and risks, and is developed in
consultation with Management.

This plan is intended to ensure that the internal audit scope of coverage
adequately examines areas with the greatest exposure to the key risks that
could affect the organisation’s ability to achieve its objectives.

The risk-based plan must be reviewed and revised, when deemed necessary, in
response to changes in the organisation’s business, risks, operations,
programmes, systems, and controls.

Principle 4: Aligns with the Strategies, 
Objectives, and Risks of the Organisation



Sample question in the Bursa Malaysia (2020) CG Guide Pull-out II:



The CAE must be positioned at a level of sufficient seniority in the organisation to
be recognised as an authoritative voice.

The Internal Audit Charter must specify the level of authority, including unrestricted
access to information, records, physical properties, and personnel, required for the
Internal audit function to perform engagements and to fulfil its agreed-upon
objectives and responsibilities.

Resourcing of IA to ensure
• adequate manpower and supporting infrastructure
• Co-sourcing when necessary.
• Having the required qualifications, competence, and experience.

Principle 5: Appropriately Positioned and 
Adequately Resourced



Sample question in the Bursa Malaysia (2020) CG Guide Pull-out II:



To have a continuous quality assurance and improvement programme that covers
all aspects of an internal audit function and includes both internal and external
assessments.

Internal assessments to include:
• Ongoing monitoring of the performance of the Internal audit function.
• Periodic self-assessments or assessments by other persons within the

organisation who have sufficient knowledge of internal audit practices.

External assessments must be conducted at least once in every five years by a
qualified, independent assessor or assessment team from outside the organisation.

Principle 6: Demonstrates Quality and 
Continuous Improvement



Sample question in the Bursa Malaysia (2020) CG Guide Pull-out II:



Communications is to be accurate, objective, clear, concise, constructive, complete,
and timely.

The CAE must discuss with the Audit Committee and Management to:
• Understand their reporting expectations.
• Determine the frequency and form of internal audit reporting.
• Agree in advance on protocols for reporting on important and urgent risk or

control events and the related actions to be taken by the Audit Committee
and Management.

Principle 7: Communicates Effectively



Sample question in the Bursa Malaysia (2020) CG Guide Pull-out II:



To use a risk-based approach to conduct assurance work. All risk areas should be
identified and prioritised.

Identify key risks by reviewing the organisation’s risk profile and from discussions
with the Risk Management Department, if available, while taking into account the
organisation’s risk appetite.

Internal auditors need to understand the organisation’s business to perform
meaningful evaluations.

Additionally, internal auditors may use their knowledge, experience, and best
practices to proactively highlight observed weaknesses and make recommendations
for improvement.

Principle 8: Provides Risk-based 
Assurance



Sample question in the Bursa Malaysia (2020) CG Guide Pull-out II:



Internal auditors should be proactive and their evaluations should identify root-
causes of issues and exceptions, offer new insights, and consider future impact.

This begins with the audit planning process where internal auditors should consider
industry developments and trends.

Data analytics can be employed in audit work to provide insights and identify
potential risks that have a future impact on the organisation.

Principle 9: Insightful, Proactive, and 
Future-focused



Sample question in the Bursa Malaysia (2020) CG Guide Pull-out II:



To assess and make appropriate recommendations to improve the processes for:
• Making strategic and operational decisions.
• Promoting appropriate ethics and values.
• Ensuring effective organisational performance management and

accountability.
• Ensuring that organisational objectives support and align with the

organisation’s mission.
• Identifying and assessing significant risks.
• Ensuring that appropriate risk responses are selected to align risks with the

organisation’s risk appetite.
• Capturing relevant risk information and communicating such information.
• Enhancing the control environment.

Principle 10: Promotes Organisational
Improvement



Sample question in the Bursa Malaysia (2020) CG Guide Pull-out II:



In efforts to further enhance the effectiveness of the Internal Audit Function, the 
Internal Audit Competency Framework was developed by The Institute of Internal 
Auditors (2020) which provides a clear and concise professional development plan 
for internal auditors at every level of their career. 

The Framework defines four knowledge areas as illustrated in the diagram below 
with three distinct competency levels of 
(1) general awareness; 
(2) (2) applied knowledge, and 
(3) (3) expert.

Internal Audit Competency Framework

Source: www.theiia.org/en/standards/internal-audit-competency-framework/



Internal Audit Competency Framework



Internal Audit Competency Framework

Snapshot of the Internal Audit Competency Framework:

Source: iiabelgium.org/wp-content/uploads/2020/10/Internal-Audit-Competency-Framework-002.pdf



Internal Audit Competency Framework

Snapshot of the Internal Audit Competency Framework:



Internal Audit Competency Framework

Snapshot of the Internal Audit Competency Framework:



Internal Audit Competency Framework

Snapshot of the Internal Audit Competency Framework:



The Competency Framework can be used to support: 

• training and professional development activities; 
• scheduling of resources for internal audit engagements; 
• decisions regarding the use of third-party subject matter experts for internal 

audit engagements; 
• identification of professional certification requirements; 
• hiring of new staff into internal audit; and 
• succession planning for the CAE and experienced internal auditors.

Internal Audit Competency Framework



The IPPF Practice Guide – Measuring Internal Audit Effectiveness and Efficiency 
(2010) provides that in addition to compliance with the Standards, internal auditing’s 
performance measurement objectives may include the following specific measures:
• level of contribution to the improvement of risk;
• management and control and governance processes;
• achievement of key goals and objectives assigned; 
• evaluation of progress against audit plan; 
• staff productivity; 
• cost efficiency of the audit process;
• number of action plans for process improvements; effectiveness in meeting the 

needs of stakeholders; and 
• the sufficiency of quality assurance reviews.

Measuring Performance of the Internal 
Audit Function



Source: IPPF Practice Guide – Measuring Internal Audit Effectiveness and Efficiency (2010) 



Sample performance measures

Source: IPPF Practice Guide: Measuring Internal Audit Effectiveness and Efficiency  - Appendix C



Source: IPPF Practice Guide: Measuring Internal Audit Effectiveness and Efficiency - Appendix C



Source: IPPF Practice Guide: Measuring Internal Audit Effectiveness and Efficiency - Appendix C



Source: IPPF Practice Guide: Measuring Internal Audit Effectiveness and Efficiency - Appendix C



Source: IPPF Practice Guide: Measuring Internal Audit Effectiveness and Efficiency - Appendix C



The internal audit function can consider utilising Balanced Scorecards in internal 
auditing to manage and measure internal audit performance through Key 
Performance Indicators (KPIs) which allows showcases on its contribution and 
achievements, as proposed in the whitepaper on Balanced Scorecard Reporting by 
The Institute of Internal Auditors Australia (2019). 

More contemporary measures…



The Balanced Scorecard is proposed by the Internal Audit Community of Practice 
(2020) to have the following quadrants:

These are the senior and/or supervisory 

managers of the entity where internal 

audit operates – normally the head of 

the institution in which internal audit 

operates. 

These would include an audit
committee (if one exists)
and a central body that has a
role in supporting/overseeing
internal audit functions.

The auditors and
managers who work inside
the internal
audit function.

A subset of internal
stakeholders who have 
specific
interactions with 
internal audit in 
relation
to audit engagements. 



In setting KPIs, the criteria employed is illustrated in the following diagram by 
Internal Audit Community of Practice (2020):



Source: Internal Audit Community of Practice (2020). Key Performance Indicators for Internal Audit Function

Sample KPIs for IA Balanced Scorecard…
for Internal Stakeholders



Source: Internal Audit Community of Practice (2020). Key Performance Indicators for Internal Audit Function

Sample KPIs for IA Balanced Scorecard…
for External Stakeholders



Source: Internal Audit Community of Practice (2020). Key Performance Indicators for Internal Audit Function

Sample KPIs for IA Balanced Scorecard…
for Internal Auditors



Source: Internal Audit Community of Practice (2020). Key Performance Indicators for Internal Audit Function

Sample KPIs for IA Balanced Scorecard…
for Audit Clients



The following 10 action steps on the implementation of the Balanced Scorecard 
and KPI reporting are provided by The Institute of Internal Auditors Australia (2019):

Step 1: Collaborate with the Audit Committee and Chief Executive Officer to agree 
on establishment of balanced scorecard reporting;

Step 2: Establish Key Performance Indicators (KPIs) in consultation with the Audit 
Committee and Chief Executive Officer;

Step 3: Incorporate KPIs and the requirement for Balanced Scorecard 
reporting in the Internal Audit Charter;

Step 4: Modify the internal audit QAIP to establish a source of assurance 
that integrity of reporting is being maintained;

Step 5: Develop and document key elements of the reporting 
arrangements;



Step 6: Inform internal audit leaders and auditors (including outsourced and co-
sourced service providers) of the introduction of balanced scorecard reporting;

Step 7: Modify the personal performance goals of internal audit leaders and 
auditors so there is a direct and clearly understood relationship between 
personal goals and those of the internal audit function;

Step 8: Provide visibility to internal audit leaders and auditors on how their 
personal goals align to the KPIs of the internal audit function as reported 
through the balanced scorecard report;

Step 9: Design and introduce balanced scorecard reporting that suits the 
needs and expectations of the Audit Committee;

Step 10: Periodically refine the performance measures (KPIs) so the 
scorecard remains relevant.



KPIs should provide management with a clear indication of the performance and 
quality of the internal audit function and should be an integral part of the internal 
audit system. 

They should focus on the added value generated by internal audit activity for both 
internal and external stakeholders.




